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1.What should be included in the forensics portion of an incident response plan?
A. A high-level risk assessment

B. The recommended forensic tool vendor list

C. The designated point of contact for outside media

D. Directives to consider the skill level of personnel who accessed the system
Answer: D

2.Which is a characteristic of incident response planning policies and procedures?
A. Virtual

B. Colorful

C. Detailed

D. Password-protected

Answer: C

3.Which statement BEST describes the Four “Ts” of Managing Risk?
A. A set of rules to ensure risks are always insured

B. A framework to increase risk exposure for testing

C. A mandate to eliminate all organizational risk entirely

D. A set of techniques to accept, pass, stop, or reduce risk

Answer: D

4. Which should be performed during post-incident analysis and forensics?
A. Network traffic capture

B. High-level gap assessment

C. Active vulnerability testing

D. Penetration testing

Answer: A

5.Which step is an element of log analysis during post-incident analysis and forensics?
A. Identify IACS systems architecture and components.

B. Plan, implement, and evaluate changes to the IACS.

C. Determine applicability of software patches to the IACS.

D. Compare running IACS configuration to a last known good configuration.

Answer: D
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